FOCUS ON DEFENCE

CAST IRON CAPABILITIES FOR
THE WORLD’S MOST HOSTILE
ENVIRONMENTS
Incorporating complex technology, high threat security – and with the wellbeing of our Forces at stake – Defence is
the most challenging of environments in which to deliver. Yet it couldn’t matter more that you get it right.
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SA Group have worked in partnership with MOD teams

2. ENHANCED CAPABILITIES

for over a decade, delivering and over-delivering against
exacting, complex and increasingly technical requirements.

SA Group understand how ICT integrates with military
operational posture while delivering P3M, Cyber and

We understand that you need:
1. DEFENCE EXPERTS
Defence constitutes the heartland of SA Group’s experience,

Technical services. Our collaborative, cross-functional
working methodology brings you flexible access to the
senior expertise you need to enhance your team’s own
capabilities and deliver against your requirements.
3. UNBIASED CUSTOMER FRIENDS

gives you flexible, affordable access to expert input just
when you need it.

so are able to understand the unique demands of
this environment.

We’re proud to be independent and vendor agnostic,
this allows us to create truly bespoke and focussed
solutions, working in partnership with you. It also
ensures that we deliver maximum value for money

SA Group people know your language, culture and

against your budget.

concerns. We have hands-on experience of using

We also offer bespoke training and skills transfer as part

your systems, and can make things happen quickly.
We understand the Chain of Command and how to
integrate seamlessly with your team. We add extra
value through the integration of broader commercial
and public sector experience, technical expertise and
security specialisms.

At SA Group we offer expert Cyber, Digital and Technical
consultancy services most often delivered via a P3M
management structure. We call this our Cyber P3M
WrapTM methodology. This benefits our customers because
we work with you in partnership, taking a broad and longer
term overview of your objectives and problems. It also

both as a company and because many of our people
come to us from a Military career. Our consultants have
experience of successfully delivering Cross Domain
Services within Strategic and Joint User Establishments,

OUR SERVICES

SA GROUP CYBER P3M WRAPTM SERVICE MODEL

of our consultancy role with you.

4. SECURITY AS STANDARD
We operate up to the very highest levels of Government
security classification. All SA Group consultants are
pre-vetted, with a minimum of SV clearance and many
people also DV cleared. Our premises are List X accredited
so you know your data is safe.
WORKING WITH US IS EASY
We’re listed on multiple frameworks so contracting with
us is straightforward.

FOR MORE INFORMATION ON OUR SERVICES

P3M Services - p4-5
Cyber and Digital Services – p8
Technical Services – p10

P3M. EMPOWERING
CHANGE, OPTIMISING
DELIVERY
Our highly experienced P3M Consultants provide your organisation with the specialist
support your people need throughout project lifecycles and beyond. Our flexible,
independent teams are there to enhance your own capabilities, assuring, advising
and delivering at every step of the way. SA Group P3M teams are comprised solely of
experienced personnel with demonstrable expertise in your field. We work in partnership
with you throughout the project cycle, bringing the right people in at every stage,
keeping the ideas fresh and ensuring precise technical specialisms are applied to the
project just when needed. We use both Agile and Waterfall methodologies with a proven
track record of success.

OUR P3M SERVICES
Our P3M service offerings are agnostic of underlying client technology. This enables both standalone
engagements or as part of Cyber and Digital projects.
• Project, Programme and Portfolio Management

• Business and Benefits Analysis

• Requirements, Research and Discovery programmes

• Risk Management

• Change Management

• Test & Acceptance

• Strategy & Roadmapping

• Trials Implementation

• Procurement Management

• Governance

“WITHOUT INTELLIGENCE AND CLOSE CO-OPERATION,
THERE CAN BE NO WAR ON TERROR. WE HAVE TO
SHARE INSTANTLY EACH PIECE OF VITAL INFORMATION,
WITH ALL PARTNERS AROUND THE WORLD, SAFE IN
THE KNOWLEDGE THAT IT IS NOT FALLING INTO THE
WRONG HANDS. SA GROUP PLAYED A VITAL ROLE IN
DELIVERING THAT CAPABILITY.”
ASSISTANT HEAD,
CROSS DOMAIN SOLUTIONS
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INTEROPERABILITY
EXPERTS
SA Group are the leading independent authority in the MOD’s Cross
Domain Information Gateways programmes, aiming to assure the security
of information exchange between multiple partners and departments

CASE STUDY
Implementation of current in-service generation of MOD Gateway
Systems; management of the upgrade and migration process
from point-to-point based predecessor systems.
REQUIREMENT
• Complete a significant in-service technology uplift within
Interoperability Services, without causing disruption to
business as usual.
• Work with a complex stakeholder landscape including MOD’s
team and multiple 3rd party suppliers.

– both nationally and worldwide.
SOLUTION

SA Group’s unique knowledge of the rules, principles and overarching

SA Group’s team blended specialisms to deliver:

governance structures used within Interoperability Gateways has been applied

• Operational Project Management, reviewing stakeholder

to deliver multiple projects including ‘customer friend’ advisory, consultancy and
management of MOD’s ambitious digital transformation projects.
Our team were central to the transition of services supplied by the first
generation of Interoperability Gateways, moving from legacy on-premises,
physical systems and services, to secure, modular and automated cloud
services in both public and private cloud environments. The programme remains
critical to MOD’s future vision, technical delivery and system support.

interdependencies, developing a technical change management
plan and assuring team-wide communication throughout
the migration.
• Architecture Consultancy, serving as the design authority for
High Assurance NCSC-approved architectures and ensuring all
external dependencies were met.
• Test & Assurance expertise, safeguarding a successful,
seamless transition process.
RESULT
MOD’s next generation multi-site, multi-platform gateway
solutions were delivered with no disruption to business
as usual. This secure information exchange has now delivered
cross-domain communications. Using IS technology, MOD is
able to safely use email platforms, web browsers and online chat
functions between trusted and untrusted networks.

CYBER AND DIGITAL SERVICES.
SECURE BY DESIGN
SA Group’s Cyber experts combine specialist experience from the whole spectrum
of the Cyber community, including MOD, National Intelligence Divisions and the
Commercial sector to assure and protect your programme. We work both as
standalone Cyber and Digital consultants and as part of broader technology
delivery teams, providing the insight and security required in today’s complex
military landscape.
Our approach is risk management based, enabling you to make informed decisions
and adapt dynamically to advanced cyber threats. We also provide accreditation and
compliance services, including Defence specific DART (Defence Assurance Risk Tool)
and CyDR (Cyber Defence & Risk) methodologies.

OUR CYBER SECURITY SERVICES:

COMPLIANCE STANDARDS INCLUDE:

• Cyber Security Assessment

• ISO 27001

• Cyber Security Health Check

• JSP 440

• Cyber Supply Chain Assessment

• SPF (Security Policy Framework)

• Cyber Security Training
• Cyber Security Optimisation
• Digital Transformation & Strategy
• Defence Medical Security Assurance
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TECHNICAL
SERVICES. ASSURING
YOUR DELIVERY
WITH TECHNICAL
EXPERTISE
SA Group’s Technical practice brings together experts from a wide range of Engineering,
Systems Architecture, and Test & Trial specialisms to bring you the assurance you need
for your project’s long-term success. We have extensive experience in cross domain
Fixed, Deployed and Overseas technologies and excel in the highest security environments.
Our deep understanding of the complexities you face ensures we deliver a better and more
thorough service.
OUR TECHNICAL SERVICES:

PROFESSIONALLY ACCREDITED:

• Architecture

Our specialist consultants are accredited to deliver according to the

• Unified Communications

most up-to-date industry best practice. They are all members of

• Systems Engineering

nationally recognised bodies in their area of expertise.

• Cloud Services
• Digital Transformation

SA Group is proud to partner with:

• Network and Testing Services

• IeT – The Institute of Engineering & Technology, Enterprise Partner
• INCOSE – International Council on Systems Engineering
• CIISec – The Chartered Institute of Information Security

“SA GROUP’S DEPTH OF TECHNICAL KNOWLEDGE AND
STRATEGIC VISION, COUPLED WITH TENACITY AND TEST
MANAGEMENT ACUMEN, HAVE ENABLED US TO DELIVER
CHALLENGING LIGHTNING PROGRAMME REQUIREMENTS
WITHIN TIMESCALES AND TO CUSTOMER SATISFACTION.
THEY ARE A FORMIDABLE AND RESPECTED TEAM, AN
ABSOLUTE PLEASURE TO WORK WITH, AND I’M LOOKING
FORWARD TO CONTINUING THIS TEAM EFFORT.”
LIGHTNING II ALIS INTEGRATION
PROGRAMME TEST MANAGER
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SA Group is a Cyber Security, P3M, Digital and Technical consultancy working in vital
and highly complex Defence, Public Sector and Commercial markets. We specialise
in helping clients in technical and digital environments scope and deliver against
their critical challenges.
Our success for our clients is founded in our tenacious determination to deliver,
the deep, effective relationships we build and our ability to apply the right technical
and specialist expertise just when you need it. We’re proud to be independent and
vendor agnostic, which allows us to create truly bespoke and focussed solutions for
our clients’ problems.
Established in 2009, we’re based in the West Country and Wales, serving clients
throughout the UK and internationally too.

Defence@SA-Group.com
SA-Group.com
0333 3583 340

